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6 September 1963 


MEMORANDUM FOR: Digecter of Conmtrel Tatellgoass 


3URISCT ; Security Asgocts Roaulting fross tho Gualag Caos 
3 | . 


ms aubsaits recommemiatioss for your aypsevalh 
Bes Oe p= ne ereee neal : 
gatained in paregraph 1°. | 
DCI, a ravicw of ths 
| rdance with tho requcct of the es 
ee ie weazonalbility of the DCI for the protactics . ae — 
rere ragikeda was eonguetsd te define tha azteat of ths fe eet Dunia 
sit the opuaeu ity in visw af tke security prob on ia harley 
withic | DORA requested that im cosovaancs with Gus ec aie 
Oe a aiace actos and rece oh eeAatioad Be peepee aoa for tho aoe 
ph of gexamnaneara! ty secagily ovata S 


a Regpes 


ee 3 ! , DCR ia stoted ia Sectian 
tacatesy gospoacthility ef tha : 
392 fa} of goer Security Act. Basically, pe Srey Phare ss 
that @& chali be the duty of the Agency, andor the rection of 
security Ceaacll -- 


#43) to advieo tz National Socurity —— in — 
eoacerming such tat: sace activities of the i 
dopartmcnta and agencies as welate to the aational 


Qo 


. EAS UR OSE te the Natlenad Security 
2) te marae FOCOMUMEREASSS 7 i 
Sade ths coondiaatiesn of cuch inteliigencs pale 
of the departmentc and agoacion of the Coverane 
golato te the mations’ gorupityt 
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(2) to correlate and ovaleste imtetligeaca solatiug te 
tha matiosal security, sad provide for the appropriate 
diosemination ef euch tatelligance within the CTO CF HET BEE 
moing whece appropriate cxisting agescios and facilithes> 
Provided, ghae the Agency shall have BO oe. imiernal- 
security famctiona: eo. Aged provided farther, That the 
Pircetor of Central Intelligence gnall bo responsible far 
protecting intelligence aources aud metheds fram 
anautharised diocloswres oo " 


Under the above statute, therafore, the 
DCk has a responsibility te advine oA and &@ 
racormand te tho National Security Ceone ds 
any meacuges the DCL deomoe appropriate for 
the iraplementation of his roaponeibility Cor 
protecting isteliigemte from anputhoriaed 
disclesara. 


b. NSCID No. § provides in paragraph B.a.(9) that Ee shall: 


“Heystop and review security otam@arda and. 
aracticen ae they relate to the protection of imalkigeaca 
ang of inteliigence sources anc methods from unsutheriaga 
disclosure.” 


NSCID No. i further provides in paragraph 3: 


“the Director ef Central futeliigence, with the 
naaievanee and support of the mermbera of the U. 3. 
intelligence Soard. shall eneurc the dovelopmant ef 

‘policies and procedures for the protection of ingellizemce 
ane of intelligence sources awd methede from unanthoriacd 
Qisclesure. Sach department ard ageacy, however, sina 
ramain reoponsibie for the prataction of imteliigence sad 
ef intalliqerce sourecs and mothede within ite own organic 
zation. cach ohall alco ostablish appropriate imieras! 
policies and procedures to prevent the wnautherined aise 
elocure from within that ageacy of intelligence infocraation 
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ot activity. The Director of Central Inteliigence 
shall call upoa the departments and agencies, 28 
apyropriate, te investigate within tholr éopartmeont 
or agency aay usanthorised discloaura of imelligoncoa 
ar ef intelligence esurces or methods .6.." | 


Ao pet forth above, NSCID Ne. 1 prevides that the USI3 chall develop 
and review security standards and practices for the protection af ixtelligenes 
sources amd methedo. The DCI, with the assictasce and oupyert of USTL 
fis ta easure the develogment of seach standards and practices. Ig fa ta be 
noloé, however, under the National Security Act of 1947, respenaloilisy of 
tho MCE for the protection of imteliigence is a singuinr reopzonalbiliky aod 
there 200 no limitations écfining how thin eeopensibility le to ba effected. 


4. Limitations on DC Is Asthority 


The Natlowal Security Act of 1947, Section 162 (d). <ae00 set gram 
the OCI any specific authority with respoct te protection ed imaoligense 
sources and methods in other departmonto aad agemcicn. Sorarity ta 
svaditienally concidered a command function, aed the reopanakbility of 
ghe head of each dopartment and agency. Exiating karacutivo [ FE QOL G p 
RSCID's, and OCIDs which onunciate security policy recognize bhga faet 
and pince the implementation reaponsibility wpos the head of cach agency. 


im gummary, the Natienal Security Act of 1947 places 6 rospeadte 
bility om the Iivecter of Comtral latelligences bat doas not grag’ any 
specific authority to implement that responsibility. Socurkty pollep withia 
the cammaunity for the protection of intelligeace has nat been unilaterally 
formelated by the Director of Central intelligence, but hag been dovelomad 
with the agcistaace ond support of the USI. Censequentty, ouch palley 
Rao been affected by the departsneatal consideration ef wach UBIA mnembor 
agency which particigatcs in the forzmalation ef such policy. 


3. Diecuseica 
a. Belefy, tho Dunlap case highlights certain factors fm tho 


hotelligence cummunity which are regarded as security weakmesove but 
which can be corrected. Ike following comments apply principally to 


Approved For Release 2007/07/25 : CIA-RDP83B00823R000100010021-9 ee 


epproves For Release 2007/07/25 : CIA-RDP83B00823R000100010021-9 


a 
: tee 


ne ty 


the State Department, Kiefense Department and the military oorvicas. 
The CLA, FHS ang ALG each have egecial poreomme) pecarisy SyetanrO 
with the latter tws having hirnited participation in imelMgeace activities. . 


Ui) The assignment of military porsemnel to the 
most genditive imelligenca duties upon the basin ef a 
limited sad routine cecurity investigation and clearance 
which waa designed for the stangard military duty acaign- 
TEM» , 


(2) The absanca of exprosaad authority from POF 
to NSA Security te favestigate ané polygraph military 
cer oonneh assigned te NSA which Melts the security 
comrol of anc-sinth of the pereonnel working for NSA. 
Further, NSA Securtty has not becn gives the antherity 
g0 axtaad their polygraphing of civilians te include all 
civilians preacatly “oa poard” ta NSA. Definite ime 
provomenta have boon mada in NSA Security since tho Martha 
and biitehel’ affaiy but despite public and Congrassioaal 
preeeures, tha DOD has not 660a fit to go this far for 
MEA Security. 


{3) The agn-accoptance by the State Pe partment 
the Defense Repartmcst, Navy, and the Air Fores of 
the veg of the polygraph #4 Gn ald in personnal gocurity 
processing. Army has been favorable to the polygraph 
byt has not establinked a policy or programs in this 
ragaecd. The pelygraph, based oa GLA and NGA experience, » 
ia a formidable aesat in the flold of parsosnel security 
qhick provides the qroatest a0surance of the iatogrity of 
intalligonua paroounal. | : 


(4) The need to recognize and attablich that the 
agnsitivity of the intelligence community and activities 
theyein are above and apart from the normal depart~- 
mental and military daties aad activities. Uader this 
concept, the assignment to staff gooitiens in the gntallieg 
gence cummunity oF amgaging ia intelligence activities 
should require & spocial security clearance, including & 
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full flald investigation and a voluntary pelygraph, 
baced on high security criteria, Security clearances for 
aorma departmental or military duties ars not guitielers 
S 4 and every civilian and military porsen fer tho preset 
\ and the future gheuld enderge tho epocial sceurity 
pYEces Ding. . 


: & The oxtensten of the use ef the polygraph throughout the imtolii- 
gence conununity would require 8 hard policy éeckoloa by tho ethor aguncies 
agoiast their histerical reservations on the use ef the polygraph fer psrsea= 
pel coeurity processing. In addition, oven ifa faveradle dccloien was mada 
om the polygraph, is would take seme time te develop a polygragh capabilizsy 
te ever tho present imteliigense cemrmunity and boop current on the asw 
porocsuel eniorisg the community ficld, Thien, however, could be done 
but wauld have te be based om a thre phase pregeam. Rach Capa rim ant 
werld ho: a te define these assignments outside of the aialé pestiiens of the 
intelligence commanlty which would he conoléeyed ac fallin; within the 
ésfinigion of nensitive intelligence collection cetivitics. : 


7. As on example of the military oecuristy cloaranco pretleny shoro 
are agpresimately & 300 military personnel aaaigned to NBA. RA, sesurity 
bas only security certifications hy thels paront earvice oo te thelr cloagancs 
gtetns. NSA dees not have copies of imveotigntiaas ner le NSA parmitted te 
pelyaregh the milltary asolgaess. Mony of thoao military assignees remcia 
with NGA for seme yoars. NSA Security takes centred saly when Ure military 
retire and ocak te civilinnise and continus their NEA duties. NSA Soeurity 
after applying ito eivilina investigative eriteria and moing the palygraph 
rajeets appronimately 17 to 33% of the military cecking civilianlsed statue. 
Di do Umgortact fo aele that thesa cajectees may have worked for KIA fer 
some yoara under their military status. Theoret temas, thle ratio af ree 
jectiong batween 27 and 25% could be projected to peosibly mean that & phaoe 
able number of the current miliary strength at BSA woald be uncultaide 
socuriiy-wise to NSA ta a eivilfcn otatus. 


& The CIA hen hed a related eaporleate in milleary saoignments 
tethe Agency. The Agenty, bewever, condvete tts cua investigaties ond 
polygrapha all suck assignees even though these ascignees geserally have 
a Seeras or Top Secret clearance with the military. Of tho 662 preponed 
nditary cooigness in the past 23 months the Agency bas vojected 153 or a . 


“Be . 
Ce | 
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total of 19% for sucarity reagons. Cbvicusly, thers ie & yorinaaco af 
eocurity standards for asecacs to ecusitive intelligence won the basio af 

the CLA and NSA experience with milltary assignecs. . Ip ghio ragars. it 
phowld be noted that there are Beme 138 militsry gersoanel detailed to NPIL 
and uader the present arrangement the Agency has only a cartificative grates 
mont of their secarity etntua. Tho Agency dees pot investigate nor é9 we , 
palygrazh auch personnel. ja 1961 we pregoced ta the gnilieary oervicas thas | 
all milisasy aasignees te NPIC be given polygraph ingarvieswo bY tholy parent 
serviccs. The Navy and the Aly Force gachiacd to paly grag thelg rosve- 
eontatives; however, the Aveny was is fehl accord with the grogecal, Noe 
furthor ragolution of thie problem has bean obtainad. . 


©, Diecassion of Cesrees of Action foe the DCL 


is view of the policy amd the sizable administrative provlemo involved 
is rocommending & program of special socerity eviteria fer participation im. 
intelligences activities including a gelygraps examination, tha Subleol cooperar 
tion of the dapartmonts and agencies would ba necessary to offactuate Bucks 
a pregram. dn reference to the aughoritios ef the C2 set forth above, it la 
fol that the logical course of action would be through the machanions of B 
eiudy by the Gacarity Cemmitios with socommendations to tha USA. hie 
action would be consonant with the DC2's ctatatory reopens) bilinies amd the 
reaypongiailities Set forth in NSCID Ne. 1. The DCI could cupplemant this 
action through direct conyorsation with the Department hoods. Ei, howevar.s 
the USI2 cennideration la inconclusive amd steps were got takes to odagaately 
cover the above-montioned problema, the DCE would atill have under bis 
authorities the opportunity of toking this matter te the National Security 
Council and the President under both hia statutory putherisy aed NSCID No. i. 
Is ta felt that the fizot courses of action would properly and logically ba chrougs 
the moechaniows of the USIS. 


19, Accordingly, the following courses of action are rotommancod 
to the DCE: 


a. That as on immediate step the Secretary of 
Nofemae be encouraged to grant adequate authority 8o 
NSA Security ta palygraph ali miliary and civiilan 
employess Bow on duty at NSA whe have net bean ot shia 
time accordad polygraph interviews and that ao part of tae 
yogular praceasing of employment. all fatucee military aed 
civilian employeos be accorded solygzaph interviews. 


aks 
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b. That the DC dizect the Security Coramilites to © 
aubrait recommendations to the USE conserplag the 
following security proposals. 


61) That ald personae) eceugying stall 
positions in the intelligenca campenents of the 
USIS bs required to meet special perevanel 
security criteria paged apon o fall field investi- 
gatica aquating te that of a sensibive paaition a5 
defined in Executive Order 10439. 


(2) That all parsonnal-outaide af the serait 
papitiona af tho intelligence companenta of the 
USIS agancios engaged in the ealloctioa of 
amtalligencs os in intelligence activities be 
actorded fall field laventigatiions equating to tasany 
of 2 sensitive position a6 agfined in Executive 
Order 10450. The departments and agencies 
of the USI? shall define thooe activities ond 
goaitions @hich fall within thie dofinition. 


43) That as a matter af policy all peroon® 
so assigned te positions dofinad im b. (1) and (2) 
above be accorded & voluntary polygraph imtar view 
as ay integral part ef the security procosaing for 
approval te Occupy these pocitiuns. Further, thet 
a pregram be immediately initiated to develop 
polygraph capabilities te mast this requirement, 
farther yacognising that the completion ef this 
peogvacn wilh tavelve considerable timaa. 


(4) That the assignmont to intebligence 
duties raquire tha meeting of opecial cacurity 
eritaria as a condition of assignment and thas 
gailure to moot ouch eritaria oF wawillingme os 
on the part of the individual to submit to aca 
eviteria will cause tbe iadividual to be returned 
go hia garent service for ascigmment or olhor 
disposition a8 deemed appropriate. 


n , 
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(5) Such other recommondationa that tho 
Sacurity Gormmittes may doom sacesssry vase 


apyropriate. 
RB. Le. S§BNnerman 
Divractor af Gacarity 
‘CONCUR: 
Reputy birector | Kats 


(Supper) 


OTIC 


The rocommendation ta paragraph 10 is appreved. 


AENEID CLIOO RL EAA DODY ELA IAAL LCM 
hate 


UI aaa 


joha A. MeCons 
Divector of Central Intelligence 


4 stribution: 
Orig. - Retarn to OF 
2 - LR . 
2 - DIG 
: . i - Soputy General Counsel 


a 


* 
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MEMORONDUM FOR: Chairman, United States Mwaligenae Loara 


SUBJECT: | Security Considerations Reculting frum the 
Genlap Case . 


ie The Ounlap case raises serious questions as te the 
policy, practices and precedures exnployed in the intelligence 
community der the protection of intelligence and imelligesce sources 
ang methods. The cerlous security agpocte of the Wualap case ang 
the damage te the antional security resulting therefrom calle for 
an imenediate review ef qur security polieica for the protection of 
imtelligence. Tho implications paint to definite weakmesces in our 
perscanel security procedures. It would appear that fororeaching 
corrective measures may be warranted, Certainly, a sew lock 
should be taken at security practices and procedures ane i would 
propese that the Decurity Committee undertake an immediate otudy 
and review of our current procedures and present recommendations 
te the ULM. ; 


2. la the receat past, consideration has been given te vATIGEO 
ideas aa to how the porsonnel security system ceuld be greatly 
strengthened. “These ideas concern the requirement for more 
thorough investigations of intelligemre personnel and the poseitla 
ase of a voluntary polygraph precedure. The administrative burdens 
and erganizational preblems of sharply upgrading the imgelli gence 
sy6ter ore forxidable and would require a considerable amount of 
time, money and effort iu ony drastic upward reviniea. As regaras 
the use of the polygraph as am aid ka poreennel security chaaraucac, 
there has been for policy and ether reasens great reluctance ta 
engage tn a program of this mature. ff is felt, however, that the 
presen perscanel security practices are jaadequatc to establioh the 
secerity integrity of the vaok number of persons new engaged ia 
aqeusitive intelligence activities. 4 acw approach uot be intro- 
guced if the intelligence co:n.unity is to asaure iockf ef the rollability 
ef its pereonnel and ita greet volume of sensitive infora.ation. 2. 
would suggest that the Seeurtty Committee consider, ameng othore, 
the follawing propeoals and eulbmit recommendations te the UST. 


Tee 
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@ That there fe a need te recognize and establish 
that the seacitivity of the tntcliigence community and 
activities therein are above and agort fram the normal 
clseaisied departmental and military @sties and activities 
ef the departments and ayencien of the USER. Undcar thig 
eontept the soaignment to or employment fa imtcliigance 
ectivities requires a special security clearance and cone 
formacce to high cecurity standards. 


(1) hot all personnel occupying otalf 
positions ta the imtelligence companento ef the 
USIB ba required te moc’ opectal security criteria 
based eprom a full Meld laveotigation equatiag te thot 
ef o sensitive position ao dofimed ia Executive Ordar 
16450. 


(2) That all personnel, outside of tha staif 
pootticas of the intelligexse compencats ef the U3UB 
agencies, engaged is the collcetion of intelligence or 
im tutolligesse activities be accorded a full Meld 
investigation equating to that ef a censitive pooitles 
ao defined im Enoeutive Order 10450. The doparte 
mente end agencies of USIB shall dafine those 
activities and peditions whieh fall within this definitien. 


b. . That a9 a matter of pelicy all perceas oo acctgned 
to positions dofined fm (a) (2} and (2) ekove bo accordad 
& valuntary polpgragh tciorview as am intogral part of the 
aocurity precoosing fer agpveval to cecupy those poattions. 
Further, that a program bo isumediately hultiated te develop 
polygvaph capabilities te meet this requirement, further 
recogsising the’ tho completion of this program «AM favelve 
cempiderable thas de. 


ee Tho assignment to intelligence duties raqnires 
the mecting ef epecial ceeurity critoria as a condition of 
ateignum ong failere to maot such eriteria or cawillingzess 
an the part ef the individenl te cubmit to such ert0eria 
wii caune the individual te be returned to his parent corvice 
Sor apcigmmcnat or other dlepacition as deemed appropriate. 


ad, Such ether recemmendations that the Fecurity 
Comunigiee may deam necessary end appropriate. 


KRebert L. Bannerman 
_. Ghatrsana, Security Coramittee 
4 Usip 
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